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What is Linux?

Linux is a clone of Unix
o Unix was one of the first multitasking and multiuser operating systems from Bell Labs in 1969

Open-Source operating system providing full multitasking across
mulfiple architectures

Created in 1991 by Linus Torvalds and supported by a very large
community

It is free, unlike Windows, MacOs, and iOS (Android offshoot of Linux)



What is Linux?

« Available in a wide variety of distributions
o A distribution is a chosen Linux kernel, a package management system and a set of applications
o Some are commercially backed: RedHat, openSUSE
o Others community managed: Debian, Gentoo...
o We'll be using Ubuntu, commercially managed by Canonical Ltd, based on Debian and very stable



SIMPLE HISTORY OF

github: @chococigar
12 /2020

Note that this diagram is very simplified.

« dotted outline: proprietary

0S

inspired

inus torvalds

-
l'l
ans301

+ Mobile 0S
kernel based on
linux kernel

+ 3 billion users

+ 85% of phones

ybased on

Patrick
Volkerding

f.
Fire 0S Slackware
- Mobile 0S based
on AOSP for Fire
tablets/TV, Echo
smart speakers

-« most “unix-like". staple, secure
linux distro . compatible
- stability, « community
simplicity based 100%
Sropect

canonicol

o

ubuntu

Faundation

SUSE

- for dev§ and popular
sysadmins ., jqtyitive Ul
« community

driven l power
community
()
m—
Linux Mint
+ modern, fast

« media
support

worth mentioning

Google.

Fuchsia

- Based on
Zircon kernel

3

Raspberry pi

« stable, reliable single-board
computer 3

- low cost, great  9riven
processing

GNU Hurd

- tools to
make free 0S

+ stable, secure * GNU project's
+ since 1993
the Unix kernel
- collection of
microkernel
rvers

Gentoo Levente
foundation

=

RedHat

Linux

Red Hat

genmolinee @rchlinuix

+ minimalist

+ customizable

« not really
user-friendly

« rolling-release

- security &
reliability
- corporate ver.

« for experts

« portage pm &
dependencies

- faster

Monjaro
HE C

o

chromeOS Manjaro

googie

- quick releases - simple, fast

- community - runs on
chromebooks

+ browser
focused

« user-friendly,
accessible

o
CentOS

- free dist for
enterprises

+ redhot w/o
cost & support

Samsung Mozitia

e

TIZEN

Tizen 0S Firefox 0S

- various + Mobile 0s for
device Mozilla products
(wearable / . piscontinued in
TV / fridges) 2015
0s for
Samsung

replacement for

MIT 6 GE 6 bell labs

Research unix

+ One of the earliest
multiprocessor system

« First maojor secure 0S

MULTICS

i inspired

\J

ken thampson & dennis itchie
Simpler

+1) kernel ,2) libraries
«can run on cheaper PCs

UNIX®

fichard stallman 850 by Berkeley

BSD

- by UC Berkeley

« free, hobbyist

- based on
Research Unix

GNUrLInux

- for servers
+ Runs on HP
devices

- object oriented - robust

- multitasking network

« Mach based « permissive

- dock, app store  BSD licensing

« for sun
computers
- ver.1-4

he
NotBso
Foundation

NétBSD
n 0S \

e inc

Be
0S

« File system as - open-source - Servers, mobile,

desktops
- Portable in
many arch

by Apple

a query-able
- core of mac

database

Theo de
Raagt

Open BSD

s 9'055;J.6Q"° vi. Security-focused
- incremental  portable 0S with
developments integrated

cryptography

., MacOS X

« mobile 0S for - updates via
iPhones mac app store
+ compatibility
with ios

»\PB!‘.'.A. t ..'.‘
:macOS:
« custom made

arm processor

“.system v’

- commercial

+ Mix of BSD
and System V

- ver. 5+ of
Sun0S
+ scalable

POSIX

« IEEE standard for
maintaining compatibility
between 0S's

- most unix-like systems

GoryKildall 6 L,

Xecox PARC Digital Reseorch , » -

: CP/M :
Xerox PARC B ;
Alto y .
« 0S for 8bit PC
- control program
/monitor

- first 0S based
n GUI

' inspired : similar

Apple Lisa

. home. PCOS on
single disk

+ single tasking,
single user

- one of first PC
with GUI
« costly ($10K)

l . .
! : i ::.t.)pen\lM;.'-_
Classic Mac 05 -: * (Vms)

M aeee..
Appie Hicrosat_,* ) (Mierosaft), »

« simpler, cheaper
- user-friendly,
but limited arch

* new GUI with
clickable icons
« multitasking

+ multi-user &
multi-processing
VM 0s

ATMs, NYC
subways

problems
fixed

Microsoft

“. Windows 95

- first pre-emptive - first 32-bit
consumer OS for Windows
microsoft + multi-processing

+ Start button « multi-user

Mickosort &

- targeted home - better stability
PCusers - better perf
- many bugs « first non MS-DOS
consumer ver.

Ny
Windows 7..‘.

« multi-touch,
windows
media player

« taskbar

- bnck‘(’o‘
desktop qui
- better security

+ Used to power



Linux File System

 Hierarchical

contains all system related configuration files used to . :
control the operation of programmes directories (folders),

m contains the executable programmes for the operating Starting at root
‘ system

- | contains all libraries, executable programmes etc. * Standardised
installed by the users locations
media| «=——  |for mounting removable media e.g. hard drives, CD-ROM {8 EaS||y exp|ored

root ~4—————————————| home directory of the root user from the Command
home| «——— | parentdirectory to all users’home directories Line Interface (CLI)




Command Line Interface

« Allhuman computer interfaces
can be a way to interact with - _
'I'he “She”” Ground 'I'he ndmeG@unix.susx.ac:uk's passzord: . e

Last login: Wed Sep 28 16:28:u45 2022 from vpn.ist.utl.pt

application and operatfing Y R S S —
SyS'I'em Unix Service

For IT Support please contact IT Services

* Most operating systems have a O Shancres uiaing
E): itservicedesk@sussex.ac.uk

command line Interface that |, . .0 i/ sussexac.udits/hetp
provides a set of commands to R
interact directly with the |
operating system
 Have a play on the Sussex Unix
server




Apache HTTP Server

 Web servers listen on a TCP port » Easy to install and configure on
for HTTP requests Linux

« They process the request, then « Available in packages for your
return a response on the same computer, e.g., XAMPP and
TCP connection WAMP

 Apache is open source and runs
well over a quarter of the Web



Apache functionality

/etc/httpd/conf/httpd.conf

Directives such as:
DocumentRoot (Where the content is)

O
O
o Listen (what port, e.g., 80 or 8080)
o LogLevel (how much to log)

Allows for native interpreters via
modules for PHP, Python, Ruby and
Perl

Other modules for authorization,
rewrites, etc.

Place HTML and other files in
directories under the
DocumentRoot to provide access

mod_proxy:
I'm not handling
thisrequest

mod_example:
“I'll handle this
request!”

méd_rewrlte: )
“'vegot nothingto ‘
do here” ‘

mod_authn:
Apache HTTPd: "I will allow this request

“Who wants to serve to be handled.”
. thisrequest?” \

File handler:
"I'litry to serve thisif
no one else will”



Virtual Machines

An operating system abstracts the

hardware so multiple processes can , _ , , , .
run Virtual Machine | | Virtual Machine | | Virtual Machine

Machine virtualization is an

abstraction of hardware so that App C
multiple operating systems can run

Guest Guest Guest
Concurre.nﬂy ' Operating Operating Operating
A hypervisor provides the interface System System System

abstractions for this to happen

A full copy of the OS is installed on
every VM

Commonly used by cloud providers
to deliver multiple instances on @
single server




« Most computing takes place in ] =] R
Data Centres | |
. Servers and Storage Systems are -l e =5 == e e
connected by local area | B S o> fuZ
networks with egress and ingress o
fo the wider Internet >l o) . e 1=

« Commercial providers leverage
their Data Cenftres to provide
cloud service, notably Microsoft
Azure, Google and Amazon
Web Services




Amazon Web Services

* Provides a rich set of services

and technologies located in
Amazon's Data Centres

Provides very low-cost entry to
computing on demand

Applications are built from
databases, other services and
the set of Web servers and load
balancers that provide access

« Well designed Web interface to

manage services, such as
instances (Elastic Compute 2
(EC2)), and locate in a cenire
around the world


https://aws.amazon.com/ec2/getting-started/
https://aws.amazon.com/ec2/getting-started/

Containers

« Rather than packaging the
whole OS, software can provide
namespace management
within a Process to isolate
applications (rebasing the apps
view of the directory structure,
and catching and redirecting
the signals)

* Applications can be packaged

with the other applications and
services needed and runin @

« Dockeris the most well known

Containerized Applications
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Docker

« A Docker container image is a
lightweight, standalone,
executable package of
software that includes
everything needed to run an
application: code, runtime,
system tools, system libraries and
settings.

 An image becomes a container
when it runs on a container
runtime, e.g., Docker Engine

Image is built and stored on a
reqgistry

The container Daemon runs on the
target machine

The Daemon pulls images from the
reqistry

Starts a process that furns the
Image into a container

The container maps onto the
standard input and output of the
target

Network sockets can create virtuadl
networks, or even map through to
real interfaces



Docker Flow

Original at

DOCKER_HOST
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https://docs.docker.com/get-started/overview/

Docker and this Module

We want to probe applications such as databases and web servers

o Putting vulnerable software on your machine is not recommended

Docker provides isolated instance of the applications running on your
computer, which go up and down as you control through Docker.

Docker and other container technologies are widely used to test and
distribute applications


https://docs.docker.com/get-started/

Conclusion

« Technologies in use on this course:

Linux and the CLI

Cloud Computing Services and AWS
Containers and virtual machines
Docker

 Have a play with the Command Line Interface on the Sussex Unix
server

O O O O
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